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OPINION
HAMILTON, Circuit Judge:

Thomas G. Reinbold (Reinbold)1 filed this action against the

United States, the United States Department of Defense (DOD), the
National Security Agency (NSA), the United States Navy (Navy),2
and four individual officials of the Navy and NSA (Commander
Wayne K. Evers (Evers) (Navy ret.), Lieutenant Ronald D. Holt
(Holt) (Navy ret.), DianaL. Healy (Healy) (NSA), and Dr. John M.
Schmidt (Dr. Schmidt) (NSA)) alleging, inter dlia, that the defendants
conspired to unlawfully search and seize, and that Holt and Evers did
unlawfully search and seize, himin violation of his rights guaranteed
under the Fourth Amendment to the United States Constitution.3 See

1 Reinbold filed suit on behalf of himself, individually, and as next
friend to his two minor children, Alexandra Reinbold and Brandelin
Reinbold. Reinbold's wife, Joan B. Reinbold, was a so a party to the suit
both individually and as next friend to the two minor children. For sim-
plicity and ease of reading, we refer to the plaintiffs/appellants as "Rein-
bold."

2 Generally, throughout this opinion, we refer to the DOD, the NSA,
and the Navy as "the Agencies."

3 Reinbold initialy filed this action against al defendants in the United
States District Court for the District of Maryland. On July 23, 1997, the
Maryland district court dismissed both Holt and Evers based on lack of
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Bivensv. Six Unknown Fed. Narcotics Agents, 403 U.S. 388 (1971)
(holding that an independent cause of action for monetary damages
exists against federal officials, acting under color of federal law, who
violate an individual's constitutional rights). Reinbold also alleged
that the defendants covered up their conspiracy by placing false psy-
chological evaluations and incident reportsin his records, possessed
and maintained by the NSA. All of Reinbold's claims against all
defendants were disposed of through pre-trial motions, and Reinbold
now appeal s those dispositions. For the reasons that follow, we
affirm.

Reinbold is an employee of the NSA. In January 1992, Reinbold
was assigned to the Naval Security Group (NAV SECGRU) at Sugar
Grove, West Virginia (Sugar Grove), where he worked as a Contract-
ing Officer Representative - Technical (COR-T). AsaCOR-T, Rein-
bold was responsible for: (1) tasking the on-site maintenance and
engineering contractors; (2) evaluating the performance of contrac-
tors; and (3) assigning scores to the contractors' evaluation results.

Pursuant to the Internal Security Act of 1950 (ISA), see 50 U.S.C.

§ 781 et seg., Reinbold, aswell as each NSA employee, was required
to satisfy mandatory security standards and be cleared for access to
sensitive compartmented information (an SCI security clearance). See
50 U.S.C. 88 831-34. An SCI security clearance allows NSA employ-
ees access to information about sophisticated systems for collecting
intelligence data as well asinformation actually collected. An SCI
security clearance is only granted when "clearly consistent with
national security.” 50 U.S.C. § 831. The criteriafor accessto SCI

personal jurisdiction. Subsequently, on November 12, 1997, Reinbold
filed a Bivens action against Holt and Eversin the United States District
Court for the Northern District of West Virginia aleging that both Holt
and Eversviolated Reinbold's rightsin violation of the Fourth Amend-
ment to the United States Constitution. Both cases are now on appeal
before this court. While the parties submitted separate briefs for each
case, for purposes of oral argument and this opinion, the two cases have
been consolidated.



materias are established by the Director of the Central Intelligence
Agency (CIA). See 50 U.S.C. 8 403 et seq. A document issued by the
Director of the CIA on January 22, 1992, states that any individual
considered for an SCI security clearance will be rigorously investi-
gated and must be "stable, trustworthy, reliable, of excellent charac-
ter, judgment and discretion, and of unquestionable loyalty to the
United States." (S.J.A. 2944).4 Any doubts regarding an applicant's
qualifications for an SCI security clearance must be resolved in favor
of national security. See 50 U.S.C. #8E8E # 831-34. Further, an NSA
employee's failure to maintain his or her SCI security clearanceis
grounds for removal from his or her position with the NSA. Seeid.

Individuals who are granted SCI security clearance are subject to
briefings and debriefings to inform them of the security requirements,
restrictions, and obligations that accompany their SCI security clear-
ance. Briefings and debriefings occur: (1) when an individual isini-
tialy indoctrinated; (2) as periodic awareness enhancement is deemed
necessary, timely, or appropriate; and (3) upon termination of an indi-
vidua's SCI security clearance. In addition, debriefings can occur
when any situation arises "for which a specia briefing/debriefing is
required by the department/agency.” (J.A. 303). In addition, individu-
alswho possess an SCI security clearance are subject to procedures,
such as NSA/Central Security Service Regulation (NSA/CSS Reg.)
No. 121-18, that govern access to sensitive compartmented informa-
tion. NSA/CSS Reg. No. 121-18 provides, in relevant part, that:

6. Government furnished desks, safes, file cabinets, lock-
ers, and other containers provided for the use of personnel
assigned in controlled areas are for official use only. As
such, they are subject to search under the following condi-
tions:

a. During the course of an officia investigation where

4 The defendants filed a supplemental joint appendix that is hereinafter
cited as"S.J.A." Because both Case No. 98-2780 and Case No. 98-1896
have been consolidated for purposes of this opinion, unless indicated oth-
erwise, al citations are to the joint appendix and supplemental joint
appendix in Case No. 98-2780.
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a search of a specific container could assist the investiga
tion;

b. During after-hours security inspections whenever a
lockable container is found improperly secured; or

c. By asupervisor or designee for official purposesin
the absence of the employee to which it is assigned.

* Kk %

16. The [Chief of the Office of Security] isresponsible
for:

* k* %

¢. The conduct of limited physical searches of persons,
property, or vehicles upon entry to, while within, or upon
exit from a controlled area.

(1) Searches may be performed to locate prohibited
items and to preclude the inadvertent and unauthorized
remova of controlled items or other unclassified govern-
ment property.

(2) Searches of property will be limited to that in a
person's possession or control, and may include all paper
items, boxes, briefcases, handbags, and similar containers.

(J.A. 320-324). In addition to these directives, asign at the entrance
to the Operations Site at Sugar Grove, at which Reinbold worked,
stated: "WARNING RESTRICTED AREA - KEEP OUT. AUTHO-
RIZED PERSONNEL ONLY. AUTHORIZED ENTRY INTO THIS
RESTRICTED AREA CONSTITUTES CONSENT TO SEARCH OF
PERSONNEL AND THE PROPERTY UNDER THEIR CONTROL.
INTERNAL SECURITY ACT OF 1950 SECTION 2150 U.S.C.
797." (J.A. 326).

Reinbold alleges that since he began work at Sugar Grove in Janu-
ary 1992, Navy managerial personnel interfered with the performance
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of his COR-T duties and the process of evaluating contractor perfor-
mance. Reinbold further alleges that in July 1992, when Eversjoined
Sugar Grove as the officer in charge of the NAV SECGRU Detach-
ment, he immediately attempted to interfere with Reinbold's duties.
In October 1992, Evers was promoted to the position of base com-
mander at Sugar Grove and, as Reinbold contends, began to extend
his influence over Reinbold's COR-T duties by pressuring Reinbold
to alter contractor performance evaluations. Reinbold also alleges that
Evers himself altered contractor performance evaluations "by remov-
ing text in direct conflict with contracting regulations.” (J.A. 21).
Reinbold alleges that, while he did not cooperate with Evers' efforts
to ater evaluations, he did permit his reports to be edited aslong as
the content or meaning was not changed.

In June 1993, Reinbold's supervisor, an NSA Work Center Chief,
Healy, with the assistance of Evers, compelled Reinbold to undergo
apsychologica evaluation. Dr. Schmidt, the NSA psychologist who
performed Reinbold's evaluation, concluded that Reinbold did not
present a mental health or security risk.

Reinbold alleges that Evers' attempts to alter Reinbold's evalua-

tions of government contractors persisted. In response to Reinbold's
concerns about Evers' continuing conduct, Reinbold met with Captain
Michael Kennedy (Kennedy) of the NAVSECGRU chaplain's office,
first in January 1994, and again on February 18, 1994. Kennedy had
previoudly represented to Reinbold that he had experience with gov-
ernment contracts and Reinbold believed Kennedy could be of assis-
tance to him. During their meeting on February 18, 1994, Reinbold
presented Kennedy with awritten statement, dated February 17, 1994,
detailing Evers attemptsto alter Reinbold's contractor evaluations
and Evers attempts to intimidate Reinbold into acquiescence.
According to Reinbold, Kennedy encouraged Reinbold to file a com-
plaint with the NAVSECGRU Inspector General (1G). Reinbold
claimsthat hetried to file a complaint with the NAVSECGRU IG's
office himself but that his"NSA superiors' refused to forward it. (J.A.
19). Consequently, on February 25, 1994, Kennedy filed Reinbold's
complaint with the NAV SECGRU IG's office. On that same day,
Reinbold received acall at his home from Captain Hal Hardaway
(Hardaway) of the NAV SECGRU IG's office to schedule a meeting.
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The next day, February 26, 1994, Reinbold met with Hardaway at
ahotel in Arlington, Virginia. Reinbold informed Hardaway about
Evers attempts to "downgrade and detract” from Reinbold's contrac-
tor performance evaluations. (J.A. 21). Hardaway indicated to Rein-
bold that he would investigate his complaint.

On March 28, 1994, after concerns had been raised about Rein-

bold's judgment, reliability, and ability to protect classified informa-
tion, the NSA suspended Reinbold's SCI security clearance. Holt, a
lieutenant in the Navy stationed at Sugar Grove, informed Reinbold
that his SCI security clearance was suspended and, pursuant to regula-
tions, Holt debriefed Reinbold. After debriefing Reinbold, and with
the assistance of two armed Navy enforcement officers, Holt escorted
Reinbold from Sugar Grove. During hisremoval from Sugar Grove,
Reinbold was refused permission to return to his work space to obtain
his persona effects.

After hisremoval from Sugar Grove, Reinbold was placed in a
temporary detailee position (and forbidden accessto classified infor-
mation) at the NSA's headquarters at Ft. Meade, Maryland (Ft. Meade).5
While working at Ft. Meade, Reinbold underwent a series of psycho-
logical evaluations performed by Dr. Schmidt, the same psychologist
who evaluated Reinbold in June 1993. From March through July

1994, Dr. Schmidt evaluated Reinbold and concluded that Reinbold
was delusional with paranoia-like symptoms. Reinbold alleges that

Dr. Schmidt reached his conclusions based, in part, on false informa-
tion provided by Evers and Healy.

While Reinbold was under evauation by Dr. Schmidt, an NSA
security investigator interviewed Reinbold. The security investigator
also traveled to Sugar Grove where he interviewed Navy, NSA, and
contractor personnel. Based on all of hisinterviews, the security
investigator prepared areport of investigation (ROI). This RO, Dr.
Schmidt's diagnosis, and Reinbold's refusal to undergo further psy-
chological evaluation and treatment, led the NSA to propose, on June

5 Although Reinbold was transferred by the NSA from Sugar Grove,
West Virginia, to Ft. Meade, Maryland, his family remained in West Vir-
ginia. Consequently, Reinbold worked in Maryland and traveled to West
Virginia on weekends to be with his family.

8



3, 1994, that Reinbold's SCI security clearance be permanently
revoked, pending an administrative appeal. This proposed action by
the NSA was memorialized in aletter and sent to Reinbold. Following
the NSA's proposed revocation of Reinbold's SCI security clearance,
the NSA planned to permanently discharge Reinbold from his
employment with the NSA, citing Reinbold's failure to meet a man-
datory condition of his employment, maintaining his SCI security
clearance.

In August 1994, Reinbold reviewed his records at the NSA.
According to Reinbold, he discovered many fabricated reasons for his
removal. Healy recorded that Reinbold had complained of financial
trouble, that he had acknowledged dissatisfaction with his job, that he
was a danger to himself and others, that he did not seem to know what
his job as a COR-T was, that he believed the Navy was "out to get
him," and that Reinbold had said "if [he] was going down, [he] would
take everyone with him." (J.A. 22). Additionally, Dr. Schmidt
recorded that his evauations of Reinbold showed him to be paranoid
and delusional. Consequently, in July and August 1994, Reinbold
filed arequest under the Privacy Act to alter and amend his records.
While many of the alterations Reinbold requested were minor (e.g.,
"Report states | am 42; however, | am 43, as| indicated on the 14 July
evaluation." (J.A. 177)), some were substantive. Significantly, Rein-
bold requested that the NSA expunge from his records: (1) Dr. Sch-
midt's psychological evaluation of him; (2) Healy's statement
regarding his behavior; and (3) Holt and Evers incident reports,
which detail his removal from Sugar Grove.

Reinbold then took an administrative appeal of the NSA's pro-

posed revocation of his SCI security clearance. While his appeal was
pending, Reinbold continued working as an NSA detailee at Ft.
Meade. A hearing was held on September 7, 1995. On September 29,
1995, the administrative panel issued its ruling which concluded that:
(1) the revocation of Reinbold's SCI security clearance was without
justification; (2) Reinbold was entitled to have his SCI security clear-
ance restored; and (3) Reinbold should be reinstated at the NSA.

In accord with the ruling by the administrative panel, the NSA
restored Reinbold's SCI security clearance on September 29, 1995.
The NSA aso placed Reinbold on permanent duty at Ft. Meade.
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On April 10, 1996, Reinbold filed this action (No. 98-2780) against
the United States, the Agencies, Evers, Holt, Healy, and Dr. Schmidt,
in the United States District Court for the District of Maryland. See
28 U.S.C. § 1331. In his complaint, Reinbold alleged, inter alia, that
aconspiracy existed among the defendants to deprive him of his SCI
security clearance in retaliation for his filing a complaint with the
NAVSECGRU IG's office and as a pretext for seizing and searching
him and his work space at Sugar Grove. Reinbold alleged that these
actions constituted an unreasonabl e search and seizure in violation of
his rights as guaranteed under the Fourth Amendment to the United
States Congtitution. Reinbold further alleged that the defendants
covered-up their conspiracy by placing false psychological evalua-
tions and incident reportsin his NSA records.

On August 21, 1996, Reinbold filed an amended complaint. Rein-
bold's amended complaint contained the following claims against all
of the defendants: (1) a Bivens claim alleging a constitutional tort
under the Fourth Amendment; (2) a claim under the Federal Tort
Claims Act (FTCA), see 28 U.S.C. § 1346(b) and § 2671 et seq.; (3)
state common law tort claims; (4) claims assistance under the Federal
Employees Compensation Act (FECA), see5 U.S.C. § 8101 et seq.;
(5) aclaim under the Privacy Act, see5 U.S.C. 8§ 552g; (6) aclaim
under the Rehabilitation Act, see 29 U.S.C.§ 706 et seq.; and (7) a
claim under the Administrative Procedure Act (APA), see5U.S.C.

§ 701 et seg. Reinbold's complaint alleged that the unlawful and
unconstitutional actions by the defendants resulted in: (1) painful
physical injuries; (2) loss of consortium with his wife, Joan B. Rein-
bold; and (3) loss of companionship and guidance with and to his
children, Alexandra and Brandelin Reinbold, as aresult of Reinbold's
reassignment to Ft. Meade.6 For relief, Reinbold sought reinstatement
in hisjob at Sugar Grove and $30 million in damages.

6 Reinbold's complaint states that:

[The defendants' actions)] effectively separated Mr. Reinbold
from his family, except for weekend visits, and forced him to
bear the expense of two households . . . without adequate com-
pensation. Thiscaused . . . extreme mental and emotional stress
for Mr. Reinbold, hiswife, and his two children who were then
threeand six yearsold.. . . .

(J.A. 25). These alegations led to Reinbold's claims for loss of consor-
tium with his wife and loss of companionship and guidance with and to
his children.
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On February 6, 1997, the Maryland district court: (1) dismissed
Reinbold's constitutional tort claim under the Fourth Amendment
only asto the Agencies and the United States, but not the individual
defendants;7 (2) dismissed Reinbold's FTCA claim asto al defen-
dants; (3) dismissed Reinbold's state common law tort claims asto

all defendants; (4) dismissed Reinbold's FECA claim asto all defen-
dants; (5) dismissed Reinbold's Rehabilitation Act claim asto all
defendants; and (6) dismissed Reinbold's APA claim asto all defen-
dants. After this order by the Maryland district court, only Reinbold's
congtitutional tort claims against the individual defendants and his
Privacy Act claim against the Agencies, which alleged that the NSA
refused to alter or amend the allegedly inaccurate information con-
tained in Reinbold's records, remained. Further, the Maryland district
court ordered Reinbold to produce a more definite statement of his
Privacy Act claim.

On February 18, 1997, Reinbold filed a more definite statement of
his Privacy Act claim, which aso amended his complaint to add a
second claim under the Privacy Act alleging that the Agenciesfailed
to make a prompt determination regarding Reinbold's requests for
amendment of his records (the delay claim). See 5 U.S.C.

§ 5528(g)(1)(D).

On June 11, 1997, approximately three years after Reinbold made
his Privacy Act request to amend his records, and after amending his
complaint to include a delay claim under the Privacy Act, the NSA
determined that Reinbold's records accurately reflected the opinions
and interpretations of the reporting officials. And while the NSA
made the vast majority of the changes that Reinbold requested to cor-
rect factual inaccuraciesin hisrecords (e.g. , "Report states | am 42;

7 While Bivens actions alow for recovery of money damages against
federal officials who violate the United States Constitution in their indi-
vidua capacities, Bivens does not allow for recovery of money damages,
or suitsin general, against the government itself. See Keene Corp. v.
United States, 700 F.2d 836, 845 n.13 (2d Cir. 1983). Because the United
States has not waived sovereign immunity in suits claiming constitu-
tiona torts, Reinbold's Fourth Amendment claim against the United
States necessarily fails. See Radin v. United States, 699 F.2d 681, 684-85
(4th Cir. 1983). The district court correctly recognized this point.
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however, | am 43, as| indicated on the 14 July evaluation." (J.A.
177)), the NSA refused to expunge from Reinbold's records: (1) Dr.
Schmidt's psychological evaluation of Reinbold; (2) Healy's state-
ment regarding Reinbold's behavior; or (3) Holt and Evers' incident
reports, which detail Reinbold's removal from Sugar Grove. Reinbold
requested an administrative appeal of the NSA's decision regarding
his Privacy Act requests; on appeal, the NSA denied Reinbold his
requested relief.

On July 23, 1997, the Maryland district court dismissed Evers and
Holt as defendants for lack of personal jurisdiction.

By motion dated October 23, 1997, Reinbold requested an interim
award of attorneys fees under the Privacy Act. See 5 U.S.C.

§ 552a(g)(2)(B). The Maryland district court denied Reinbold's
request.

On July 14, 1998, the Maryland district court dismissed Reinbold's
complaint against the two remaining individual defendants, Healy and
Schmidt, for lack of subject-matter jurisdiction under Department of
Navy v. Egan, 484 U.S. 518 (1988) (holding that courts may not
review security clearance decisions or revocations), and its progeny.
In that same order, the Maryland district court dismissed Reinbold's
Privacy Act claim that was based upon the NSA's refusal to alter or
amend the allegedly incorrect information contained in Reinbold's
records. See Fed. R. Civ. P. 12(b)(6). On November 19, 1998, the
Maryland district court granted the Agencies motion for summary
judgment on Reinbold's delay claim under the Privacy Act. See Fed.
R. Civ. P. 56.

Reinbold noticed atimely appeal from the orders of the Maryland
district court asserting error in the: (1) dismissal of Healy and
Schmidt based upon Egan; (2) dismissal of his Privacy Act claim that
was based upon the NSA's refusal to ater or amend his records; (3)
grant of summary judgment in favor of the Agencies on his Privacy
Act claim based upon the NSA's delayed response to his Privacy Act
request; and (4) denial of his motion requesting interim attorneys
fees under the Privacy Act.

On November 12, 1997, Reinbold filed a Bivens action against
Evers and Holt, who were dismissed by the Maryland district court
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based on lack of personal jurisdiction, in the United States District
Court for the Northern District of West Virginia (No. 98-1896), aleg-
ing that both Holt and Evers violated Reinbold's rightsin violation

of the Fourth Amendment to the United States Constitution.

On March 16, 1998, Holt and Evers moved to dismiss Reinbold's
complaint for lack of subject-matter jurisdiction, see Federal Rule of
Civil Procedure 12(b)(1), and, aternatively, to dismiss Reinbold's
complaint for failure to state a claim upon which relief could be
granted. See Fed. R. Civ. P. 12(b)(6). Specifically, Holt and Evers
motion to dismiss contained four main arguments: (1) Reinbold's
claims were time-barred as the applicable statute of limitations under
West Virginialaw istwo years, see W. Va. Code § 55-2-12; (2) the
West Virginiadistrict court lacked subject-matter jurisdiction over
Reinbold's claims under Egan because Reinbold's complaint
involved a dispute over Reinbold's security clearance, see Egan, 484
U.S. at 518; (3) even if the West Virginia district court possessed
subject-matter jurisdiction, Reinbold has failed to state a claim upon
which relief could be granted; and (4) that the claims against Holt and
Eversin their official and individual capacities are barred by the doc-
trine of qualified immunity.

On May 29, 1998, the West Virginiadistrict court heard oral argu-
ments on Holt and Evers motion to dismiss Reinbold's complaint.
After hearing from both parties, the West Virginiadistrict court
granted Holt and Evers motion to dismiss Reinbold's complaint upon
the sole ground that Reinbold's complaint was filed beyond the two-
year statute of limitations. Reinbold noticed atimely appeal of the
West Virginiadistrict court's grant of Holt and Evers motion to dis-
miss.

.
Wefirst address whether we have subject-matter jurisdiction under

Egan to entertain Reinbold's Bivens claim against Evers, Holt, Healy
and Dr. Schmidt.8

8 It is axiomatic that Fourth Amendment rights are persona and may
not be vicarioudly asserted. See United States v. Rusher, 966 F.2d 868,
874-75 (4th Cir. 1992). Accordingly, al claims brought by Joan Rein-
bold, that are based upon the Fourth Amendment, cannot be maintained
due to her lack of standing. Seeid.
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In Egan, the Supreme Court determined that the Merit Systems
Review Board's denial of a security clearance to acivilian laborer,
dueto aprior criminal record and admitted alcohol abuse, was a non-
justiciable issue and that the federal courts were without subject-
matter jurisdiction to review such decisions by a government agency.
See484 U.S. at 521.

The Supreme Court reasoned that the President is the" Commander

in Chief* of the United States and, as such, the authority to "classify
and control accessto information bearing on national security . . .
flows' from the Executive Branch. |d. at 527. The Supreme Court
recognized the Executive Branch's""compelling interest' in withhold-
ing national security information from unauthorized personsin the
course of executive business," id., and stated that for:

"reasons. . . too obviousto call for enlarged discussion,"
CIA v. Sims, 471 U.S. 159, 170 (1985), the protection of
classified information must be committed to the broad dis-
cretion of the agency responsible, and this must include
broad discretion to determine who may have accessto it.
Certainly it is not reasonably possible for an outside nonex-
pert body to review the substance of such ajudgment and

to decide whether the agency should have been able to make
the necessary affirmative prediction with confidence. . . .
[Further,] "there is a reasonable basis for the view that an
agency head who must bear the responsibility for the protec-
tion of classified information committed to his custody
should have the final say in deciding whether to repose his
trust in an employee who has access to such information.™
Colev. Young, 351 U.S. 536, 546 (1956).

Egan, 484 U.S. at 529. Accordingly, the Supreme Court declared that
the approval, denial, or revocation of an individual's security clear-
ance is within the Executive Branch's purview and"unless Congress
specifically has provided otherwise, courts traditionally have been
reluctant to intrude upon the authority of the Executive [Branch] in
military and national security affairs.” Id. at 530.

Since the Supreme Court decided Egan, this circuit has taken the
view that "unless Congress specifically has provided otherwise, the
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courts will not intrude upon the [ Executive Branch's] authority to
grant or deny access to national security information.” Guillot v.
Garrett, 970 F.2d 1320, 1324 (4th Cir. 1992); accord Becerra v.
Dalton, 94 F.3d 145, 148-49 (4th Cir. 1996), cert. denied, 519 U.S.
1151 (1997); Jamil v. Secretary, Dep't. of Defense, 910 F.2d 1203,
1207-08 (4th Cir. 1990). Accordingly, under our circuit precedent, in
the absence of a specific mandate from Congress providing otherwise,
Egan deprives the federal courts of subject-matter jurisdiction to
review an agency's security clearance decision.

While the principal holding of Egan is well-settled in this circuit,

its scope is not. We have previously held that Egan bars judicial
review of security clearance decisions for violations of the Rehabilita-
tion Act, see Guillot, 970 F.2d at 1327, and for violations of Title V1.9
See Becerra, 94 F.3d at 149. We have also previoudly decided that,
because an individual does not have a property or liberty interest in

a security clearance, Egan precludes a due process claim based upon
an agency's security clearance decision. See Jamil, 910 F.2d at 1209.
We have, however, stated that, despite Egan's admonition restraining
judicia review, it is arguable that we could review an agency's secur-
ity clearance decision in the limited circumstance where the agency's
security clearance decision violated an individual's constitutional
rights. Seeid.; but see Beattie v. Boeing Co., 43 F.3d 559, 566 (10th
Cir. 1994) (holding that Egan precluded review of plaintiff's Bivens
claim (based on the First Amendment) when the United States Air
Force denied a security clearance to plaintiff because he had engaged
in "anti-nuclear activities' and conversations with "citizens of the
[former] Soviet Union."). Unfortunately for Reinbold, even if we
were to recognize that, under Egan, we could review an agency's
security clearance decision if that security clearance decision violated
an individual's constitutional rights, he does not allege that the NSA's

9 A number of circuits have reached similar conclusions. See Ryan v.
Reno, 168 F.3d 520, 523 (D.C. Cir. 1999) (holding that security clear-
ance decisions are non-reviewable under Title V1| after Egan); Brazil v.
United States Dep't of Navy, 66 F.3d 193, 196 (9th Cir. 1995) (same);
Perez v. Federal Bureau of Investigation, 71 F.3d 513, 514-15 (5th Cir.
1995) (same); United States Info. Agency v. Krc, 905 F.2d 389, 395-97
(D.C. Cir. 1990) (holding that security clearance decisions are hon-
reviewable under the Foreign Service Act).
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suspension of his SCI security clearance violated his constitutional
rights.

Reinbold's constitutional tort claim against Evers, Holt, Healy, and
Dr. Schmidt is based upon his allegation that Holt and Evers' seizing,
debriefing, and gjecting him from the Sugar Grove facility violated
his rights as guaranteed under the Fourth Amendment to the United
States Constitution, and not that the suspension of his SCI security
clearance amounted to a congtitutional violation. Significantly, Rein-
bold neither challenges the validity or applicability of the procedures
under which Holt and Evers acted to seize, debrief, and gect him
from the Sugar Grove facility, nor claims that the procedures under
which Holt and Evers acted to seize, debrief, and gect him from the
Sugar Grove facility were disparately enforced against him. Further,
Reinbold does not allege that Holt and Eversfailed to follow the rele-
vant procedures when they seized, debriefed, and gected him from
Sugar Grove. Rather, Reinbold argues that the defendants conspired
to unlawfully search and seize, and that Holt and Evers did unlawfully
search and seize, himin violation of hisrights guaranteed under the
Fourth Amendment to the United States Constitution. Accordingly,
Reinbold's Fourth Amendment claim is not premised on the proposi-
tion that the suspension of his SCI security clearance violated his con-
gtitutional rights, but rather is premised on the conduct of Holt and
Evers following the suspension of his SCI security clearance. To be
sure, no constitutional violation would have resulted if Reinbold's
SCI security clearance was suspended but no seizure, debriefing, or
gjection had taken place.

Reinbold essentially concedes that, to decide his Fourth Amend-
ment claim on the merits, we must determine whether the NSA
wrongly suspended his SCI security clearance. Thisis precisely the
type of review that Egan prohibits, except arguably in the limited cir-
cumstance where the agency's security clearance decision violates an
individual's constitutional rights. However, even if we were to recog-
nize that, under Egan, we could review an agency's security clearance
decision if that security clearance decision violated an individual's
congtitutional rights, Reinbold has failed to demonstrate that the
NSA's suspension of his SCI security clearance violated his constitu-
tiona rights. Accordingly, we affirm the Maryland district court's
grant of Healy and Dr. Schmidt's motion to dismiss Reinbold's con-
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stitutional tort claim and affirm the West Virginia district court's dis-
missal of Reinbold's complaint against Holt and Evers based on a
lack of subject-matter jurisdiction.10

10 We note that our holding does not affect our authority to require an
agency to follow its own regulations in making a security clearance deci-
sion and in dismissing an employee. See Jamil , 910 F.2d at 1208; accord
Hill v. Dep't of Air Force, 844 F.2d 1407, 1412 (10th Cir. 1988) (“courts
do have the power to compel agenciesto follow their own regulations").

We also note that while the defendants argued Egan to the West Vir-
giniadistrict court, the West Virginiadistrict court granted Holt and
Evers motion to dismiss based upon the expiration of the applicable
West Virginia statute of limitations without reaching the defendants
Egan argument. See Fed. R. Civ. P. 12(b)(6). With respect to the West
Virginiadistrict court's ruling on statute of limitations grounds, because
there is no statute of limitations for Bivens actions, the district court cor-
rectly looked to West Virginialaw. See Wilson v. Garcig, 471 U.S. 261,
266-70 (1985) (holding that state's personal injury statute of limitations
is most appropriate for § 1983 actions). The district court determined,
and Reinbold does not dispute, that West Virginias two-year, personal
injury statute of limitations applies to Reinbold's Fourth Amendment
claim. See W. Va. Code § 55-2-12(b). Reinbold also concedes that the
West Virginiadistrict court properly looked to federal law for the appro-
priate accrual standard. That standard was recently reiterated by an en
banc decision of this court in Nasim v. Warden, Md. House of
Correction, 64 F.3d 951, 955 (4th Cir. 1995) (en banc), cert. denied, 516
U.S. 1177 (1996), stating that "[u]nder federal law a cause of action
accrues when the plaintiff possesses sufficient facts about the harm done
to him that reasonable inquiry will reveal his cause of action." 1d. (citing
United States v. Kubrick, 444 U.S. 111, 122-24 (1979)); see also Gould
V. United States Dep't of Health & Human Servs., 905 F.2d 738, 742 (4th
Cir. 1990) (en banc), cert. denied, 498 U.S. 1025 (1991). Applying the
West Virginia statute of limitations, combined with the federal accrual
standard, to Reinbold's complaint, it is apparent that the district court's
analysis of the applicable West Virginia statute of limitations was cor-
rect. However, as discussed at length above, Egan deprived the West
Virginiadistrict court, as well as this court, of subject-matter jurisdiction.
See Egan, 484 U.S. at 518. The West Virginiadistrict court should have
addressed the question of subject-matter jurisdiction before addressing
the question of whether Reinbold's complaint was timely filed. See Steel
Co. v. Citizensfor a Better Environment, 118 S. Ct. 1003, 1012-16
(1998) (holding that when subject-matter jurisdiction does not exist, "the
only function remaining to the court is that of announcing the fact and
dismissing the cause." (internal quotation marks omitted)).
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Reinbold also appeals the Maryland district court's (No. 98-2780)
disposition of histwo Privacy Act claims and his request for an
interim award of attorneys fees under the Privacy Act.11 In his com-
plaint, Reinbold alleged that the Agencies refused to correct his
records as he requested under the Privacy Act. See 5 U.S.C.

§ 552a(g)(1)(A). Reinbold also amended his complaint to include a
second claim under the Privacy Act alleging that the Agencies did not
promptly respond to his Privacy Act requests for correctionsto his
records. See 5 U.S.C. § 552a(g)(1)(D). Finally, Reinbold requested an
interim award of attorneys fees under the Privacy Act. See 5 U.S.C.

§ 5528(g)(2)(B).12

The Privacy Act alows Reinbold access to records' pertaining to

him" that are contained in an agency's system of records, 5 U.S.C.

§ 552a(d)(1), and allows him the right to request amendment to any
record that he believesis not "accurate, relevant, timely, or complete.”
5U.S.C. §552a(d)(2)(B)(i). An agency must acknowledge an individ-
ual's request for amendment within ten working days, see 5 U.S.C.

§ 552a(d)(2)(A), and must promptly either make the corrections
requested or advise the individual of the agency's refusal to make the
amendments. See 5 U.S.C. § 552a(d)(2)(B)(i) - (B)(ii). An individual
may request an administrative appeal of an agency's refusal to amend
his records, and the agency has thirty working days (or longer, if
extended for good cause by the agency head) to conduct an adminis-
trative review. See 5 U.S.C. § 552a(d)(3). If the agency deniesthe
relief requested in the administrative appeal, the individua is entitled
to place a concise statement of his disagreement in hisfile. See 5

11 Because there is nothing in the record to suggest that Reinbold's
wife, Joan Reinbold, was involved in either his request to correct his
records under the Privacy Act or his delay claim under the Privacy Act,
see 5 U.S.C. § 552a(b) and (d), and Reinbold has never "been declared
to be incompetent due to physical or mental incapacity or age by a court
of competent jurisdiction,” 5 U.S.C. § 552a(h), Joan Reinbold does not
have standing to maintain a claim under the Privacy Act.

12 While Reinbold brought his Privacy Act claim against al of the
defendants, the NSA is the agency that actually possessed and main-
tained Reinbold's records.
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U.S.C. § 552a(d)(3). If the agency failsto comply with these require-
ments, the individual is empowered to bring suit in federal court. See
5U.S.C. §552a(g)(1)(A) - (1)(D).

A. Reinbold's Requests To Correct His Records

Reinbold claimsthat the Maryland district court erred when it dis-
missed his claim that the Agencies failed to review and act upon his
request to alter his records under the Privacy Act. Reinbold made this
claim under § 552a(g)(1)(A) of the Privacy Act which states that an
individual may file suit in federal court "[w]henever any agency . . .
makes a determination under [the Privacy Act] not to amend an indi-
vidua's record in accordance with his request, or fails to make such
review in conformity with [the Privacy Act.]" 5 U.S.C.

§ 552a(g)(1)(A). Wereview the Maryland district court's dismissal of
Reinbold's Privacy Act claim de novo. See Boring v. Buncombe
County Board of Education, 136 F.3d 364, 367 (4th Cir.) (en banc),
cert. denied, 119 S. Ct. 47 (1998).

While the Privacy Act permits an individual to contest the accuracy
of the facts contained in an agency's administrative records, the Pri-
vacy Act does not permit an individual to force an agency to "rewrite
history, changing the record in Orwellian fashion to pretend that it
reached some other conclusion.” See Douglas v. Agric. Stabilization
and Conservation Serv., 33 F.3d 784, 785 (7th Cir. 1994). Further, the
Privacy Act does not allow a court to alter records that accurately
reflect an administrative decision,13 nor the opinions behind that
administrative decision, no matter how contestable the conclusions
may be. Id. An individual who is unhappy with the opinionsfiled in
his records can obtain relief by placing a concise statement in his
records which sets forth his disagreement with the opinions contained
therein. See 5 U.S.C. § 552a(d)(3).

While the NSA, the agency that possessed and maintained Rein-
bold's records, made the vast majority of the changes that Reinbold
requested to correct factual inaccuraciesin his records (e.q., "Report
states | am 42; however, | am 43, as | indicated on the 14 July evalua-

13 The Privacy Act supposes that there is a distinction between "re-
cords" and "decisions.” Douglas, 33 F.3d at 785.
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tion." (J.A. 177)), the NSA refused to expunge from Reinbold's
records: (1) Dr. Schmidt's psychological evaluation of Reinbold; (2)
Healy's statement regarding Reinbold's behavior; or (3) Holt and
Evers incident reports, which detail Reinbold's removal from Sugar
Grove. Reinbold requested an administrative appeal of the NSA's
decision regarding his Privacy Act requests; on appedl, the NSA
denied Reinbold his requested relief.

The NSA did not violate the Privacy Act by refusing to expunge

the material requested by Reinbold. The Privacy Act can be used to
correct facts in Reinbold's records (e.g., Reinbold's age), if those
facts are recorded erroneously. See Douglas, 33 F.3d at 785; see also
White v. Office of Personnel Management, 787 F.2d 660, 662 (D.C.
Cir. 1986). However, the Privacy Act does not alow acourt to alter
records that accurately reflect an administrative decision, or the opin-
ions behind that administrative decision. See White, 787 F.2d at 662.
Accordingly, if Dr. Schmidt determined that Reinbold was paranoid
and delusional, the Agencies did not err when they recorded that he
reached that conclusion, even if that opinion wasin error. Seeid. The
same rationale applies to Holt and Evers' incident reports and Healy's
observations about Reinbold's behavior. These individuals opinions
may be subject to debate, but they are not subject to alteration under
the Privacy Act as long as the opinions are recorded accurately. See
Douglas, 33 F.3d at 785. In accordance with 5 U.S.C. § 552a(d)(3),
Reinbold was invited by the NSA to file a statement in his records
expressing his disagreement with the opinions of Evers, Holt, Healy,
and Dr. Schmidt. Reinbold did so.

By using the Privacy Act in an attempt to expunge the opinions of
Evers, Holt, Healy, and Dr. Schmidt from his records, Reinbold
essentially attemptsto relitigate the NSA's decisions through the Pri-
vacy Act. The Privacy Act cannot be used for such a purpose. See
Douglas, 33 F.3d at 785; Pellerin v. Veterans Admin., 790 F.2d 1553,
1555 (11th Cir. 1986); White v. United States Civil Serv. Comm'n,
589 F.2d 713, 715 (D.C. Cir. 1979). Accordingly, because Reinbold's
Privacy Act requests sought to correct opinions and not facts, the
Maryland district court correctly dismissed Reinbold's Privacy Act
claim. See 5 U.S.C. § 552a(g)(1)(A).
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B. Reinbold's Delay Claim

Reinbold also appeals the Maryland district court's grant of the
Agencies motion for summary judgment on Reinbold's delay claim
under the Privacy Act. We review the Maryland district court's grant
of summary judgment in favor of the Agencies de novo. See Sheppard
& Enoch Pratt Hosp. v. Travelers Ins. Co., 32 F.3d 120, 123 (4th Cir.
1994).

For Reinbold to prevail on his claim that the NSA did not promptly
respond to his Privacy Act requeststo correct his records, he must
prove that: (1) there was adelay; (2) he was adversely affected by the
delay, see 5 U.S.C. § 552a(g)(1)(D); and (3) the Agencies inaction
was "intentional” or "willful." See 5 U.S.C. § 552a(g)(4).14

Even though the NSA concedes that it did not promptly respond to
Reinbold's Privacy Act request, Reinbold cannot recover damages
under his delay claim unless he proves the two other elements. Rein-
bold failed to bring forward any evidence that the NSA acted in a
manner which was "intentional or willful." 1d. Reinbold's failure to
bring forward any evidence of intent or willfulnessisfatal to his delay
claim under the Privacy Act. Further, the Agencies brought forward
evidence that Reinbold's Privacy Act request was complex and the
NSA, the agency in charge of Reinbold's records, was experiencing

a staffing shortage which led to the delayed response to Reinbold's
Privacy Act request. This evidence was unrebutted. The mere fact that
the NSA delayed in responding to Reinbold's Privacy Act request,
without any evidence of intent or willfulness on its part, isinsufficient

14 This court has recognized that the evidentiary standard for showing
"willful or intentional" conduct under the Privacy Act is great -- more
than gross negligence. See Scrimgeour V. Internal Revenue, 149 F.3d
318, 326 (4th Cir. 1998). In Scrimgeour we stated:

the standard for intentional or willful behavior under the Privacy
Act has been articulated as "an act committed without grounds
for believing it to be lawful, or by flagrantly disregarding others
rights under the Act." [Waters v. Thornburgh, 888 F.2d 870,
875 (D.C. Cir. 1989)] (quoting Albright v. United States, 732
F.2d 181, 189 (D.C. Cir. 1984)).
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to maintain Reinbold's delay claim in the face of a motion for sum-
mary judgment. See Chapman v. Nat'| Aeronautics & Space Admin.,
736 F.2d 238, 242-43 (5th Cir. 1984) (holding that a delay, without
any evidence of willfulness, isinadequate to recover damages under
the Privacy Act). Accordingly, we hold that the Maryland district
court properly granted the Agencies motion for summary judgment
on Reinbold's delay claim under the Privacy Act.

C. Reinbold's Request For Interim Attorneys Fees

Finally, Reinbold appeals the Maryland district court's denial of his
motion to recover interim attorneys fees under the Privacy Act.15 As
discussed above, Reinbold, in his original complaint, alleged that the
Agencies failed to make a determination on his Privacy Act request.
See 5 U.S.C. §552a(g)(1)(A). In hismotion for an interim award of
attorneys fees, Reinbold alleged that, due to the subsequent decision
by the NSA on Reinbold's Privacy Act request, his claim under the
Privacy Act was the catalyst that caused the NSA to act on his Pri-
vacy Act request and, therefore, he "substantially prevailed" and is
entitled to attorneys fees. If the district court denies a prevailing
party's motion for attorneys fees, we review such denial for abuse of
discretion. See McDonnell v. Miller Qil Co., 134 F.3d 638, 640 (4th
Cir. 1998). However, if the district court determines, as a matter of
law, that a party is not a prevailing party, we review the district
court's determination de novo. See Shaw v. Hunt, 154 F.3d 161, 164
(4th Cir. 1998). Accordingly, because in this case the Maryland dis-
trict court determined, as a matter of law, that Reinbold did not "sub-
stantially prevail" under the Privacy Act, we review the Maryland
district court's determination de novo. See Shaw, 154 F.3d at 164; 5
U.S.C. § 552a(0)(2)(B).

To be dligible for fees and costs under 5 U.S.C.8 552a(g)(1)(A)

and (g)(1)(B), Reinbold must have "substantially prevailed.” See 5
U.S.C. § 552a(g)(2)(B); see also Gowan v. United States Dep't of Air
Force, 148 F.3d 1182, 1194-95 (10th Cir.), cert. denied, 119 S. Ct.
593 (1998). To determine whether Reinbold has substantially pre-
vailed for purposes of obtaining attorneys fees under the Privacy Act,

15 We assume, without deciding, that the Privacy Act allows for an
interim award of attorneys fees.
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we follow the lead of a number of our sister circuits and look to the
attorneys fee analysis under the Freedom of Information Act (FOIA),
5U.S.C. § 552(a)(4)(E). See Gowan, 148 F.3d at 1195 (applying
FOIA principlesto determine whether plaintiff substantially prevailed
under Privacy Act); Sweatt v. United States Navy , 683 F.2d 420, 423
(D.C. Cir. 1982) (per curiam) (same); Barrett v. Bureau of Customs,
651 F.2d 1087, 1088 (5th Cir. 1981) (same). If adetermination is
made that Reinbold has substantially prevailed, the court must then
evaluate four factors to decide whether heis entitled to an award.16
See Gowan, 148 F.3d at 1195.

To prove that he has substantially prevailed, Reinbold must estab-

lish that his Privacy Act claim was reasonably necessary and substan-
tially caused the requested records to be released. See Gowan, 148
F.3d at 1195; Chesapeake Bay Found., Inc. v. Dep't of Agric., 11 F.3d
211, 216 (D.C. Cir. 1993); Maynard v. C.I.A., 986 F.2d 547, 568 (1st
Cir. 1993). In other words, to determine whether Reinbold substan-
tially prevailed, in the absence of afina judgment in hisfavor, isa
question of causation--the lawsuit must have resulted in the release

of records that would not otherwise have been released. See Weisberg
v. United States Dep't of Justice, 745 F.2d 1476, 1496 (D.C. Cir.
1984). The second element of the inquiry--whether a party who has
substantialy prevailed is entitled to recover attorneys fees--is not
reached unless and until Reinbold has proved he has substantially pre-
vailed. See Gowan, 148 F.3d at 1195; Maynard, 986 F.2d at 568.

Reinbold has not proved that he substantially prevailed on his Pri-
vacy Act claim. See 5 U.S.C. § 552a(g)(1)(A). Reinbold brought forth
no evidence that his Privacy Act claim resulted in the release of his

16 The four factors the court would look to are: "*(1) the benefit to the
public, if any, derived from the case; (2) the benefit to the plaintiff; (3)
the nature of the plaintiff'sinterest in the records sought; and (4) whether
the government's withhol ding of the records had a reasonable basisin

the law." Gowan, 148 F.3d at 1195 (quoting Aviation Data Serv. v. FAA,
687 F.2d 1319, 1321 (10th Cir. 1982)); seedso S. Conf. Rep. No. 1200,
93d Cong., 2d Sess. (1974), reprinted in 1974 U.S.C.C.A.N. 6267, 6285,
6288 (indicating that Congress intended courts to consider these factors
in determining whether to exercise their discretion to award attorneys
fees under the Privacy Act).
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records which would not otherwise have been released. See Weisherq,
745 F.2d at 1496. While the NSA did release Reinbol d's records sub-
sequent to hisfiling his lawsuit in the Maryland district court, the
mere filing of aclaim under the Privacy Act in federal district court
and subseguent compliance by an agency does not mean that the
plaintiff substantially prevailed. See Maynard , 986 F.2d at 568.

In sum, Reinbold has not proved that his lawsuit was a catalyst for
the NSA's action. The unrebutted evidence brought forth by the NSA
demonstrates that the NSA's delay in responding to Reinbold's Pri-
vacy Act request was caused by a staffing shortage. Accordingly, we
hold that the Maryland district court properly denied Reinbold's
motion seeking to recover an interim award of attorneys fees under
the Privacy Act.

V.

For the reasons stated herein, the disposition of Reinbold's claims
by both the Maryland district court and the West Virginia district
court are affirmed.

AFFIRMED
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